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O1.
Aktivity SBA v oblasti PSD?2

Milena Korenova



Nova smernica o platobnych sluzbach PSD2

» zakladné legislativne piliere spoluprace bank s tretimi stranami
v oblasti platobnych sluzieb

* mnoho otvorenych otazok, nutné komplexnée riesenie - vyzva
pre tvorcov (Europsku komisiu a EBA)

* dokazom je postupne dotvaranie sekundarnej legislativy



Zakon o platobnych sluzbach

* banky od 13.1.2018 musia umoznit komunikaciu s tretimi
stranami pri poskytovani prislusnych sluzieb, pricom pravidla
silnej autentifikacie a bezpecnej komunikacie budu ucinné az
0d 14.9.2019 (medziobdobie)

* Slovak Banking APl Standard platny od 13.1.2018

* sledovanie trendov tvorby AP| na europskej urovni — zapojenie
do prac API Evaluation Group
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O2.
Slovak Banking AP| Standard:
Zakladne charakteristiky



Zakladné charakteristiky Slovak Banking API| Standard

* bezpecna komunikacia
* minimalne poziadavky
* dobrovolnost

e otvorenost



Dizajn standardu

* kazda z povinnych sluzieb rozhrania sa viaze iba s jednym platobnych
uctom klienta,

* jednoznacny identifikator uctu (IBAN) by mal byt umiestneny v tele HTTP
poziadavky, pripadne v hlavicke HT TP poziadavky,

* datovy model standardu by mal primerane pouzivat datove prvky, vyrazy a
semantiku podla normy ISO 20022.
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Bezpecnostne charakteristiky
standardu

Peter Kopriva



TPP and ASPSP Authentication framework

* TLSversion 1.2+ pre bezpecnu komunikac¢nu vrstvu.
* AEAD sifrovanie
» pre autentifikaciu je potrebny elDAS certifikat

TLS 1.2+ (AEAD)
elDAS authentication certificate
(ETSI 119 495)

EV certificate, eI DAS QWAC a QSeal
(in transition preriod)




Pouzitie autorizacny framework-u OAuth 2.0

» automatické pridelenie technického identifikatora tretim stranam (client_id,
client_secret, code_verifier).

 PKCE (RFC7636) rozSirenie OAuth 2.0

* ASPSP komunikuje s TPP prostrednictvom OAuth 2.0 (access_token and
refresh_token).

* SBAS podporuje ziskanie tokenu pomocou Authorization code grant flow a Client
credentials grant flow.

* refresh token je limitovany na obdobie 20 dni
* access_token je naviazany na uzivatela a platobny ucet

* tokeny mdzu byt previazane s viacerymi uctami klienta, ak su tieto ucty k dispozicii



Pridelenie technického identifikatora (,enrollment”)

APl endpoint Metéda  Popis

https://ib.banka.sk/enroll POST Vystupom sluzby je technicky identifikator
client_id aclient_secret

https://ib.banka.sk/enroll /{client_id} PUT Tretia strana m&ze pomocou tejto sluzby
poziadat o zmenu registracnych udajov.

https://ib.banka.sk/enroll/{client_id} DELETE  Tretia strana m&ze pomocou tejto sluzby
poziadat o vymaz registracnych udajov.

https://ib.banka.sk/enroll/{client_id}/renewSecret POST Tretia strana m&ze pomocou tejto sluzby

poziadat o novy udaj: client_secret.




PSD2 v skratke

Founds availability Y/N - PISP
PO - PISP

Account information - AISP ) ]
TRN for AISP - AISP Special settings

ici Processing phase On the
Participant Contracting phase Gateway Client Account

NBS Register § 2 ” )
gl S X Decompositioned Requarement transaction

(EBA Register) " ,
Decompositioned Requarement transaction

Exp\lcl‘, sent
Submited Is Tpp in evidence Nol

3

White list

Corporat Client
Banking API
Based PSD2 API

Client gen. Yes/No
Based WL or Rules

Client Contrac

Corporate

Collecf Answ
For Prpvider

Yo
P
Corre@ ’/_Correc
E
Exist Corpprate Research 7
And

contragt no  Not Correct To requelfs
Not Correct

i

Bank Accep‘.‘ed CA

Fraud dptection

% Exist Explicit consent?  Service Information

Client Wish list

Yes/No

Msg to the Client

-
=
=
o
=2
@

AckCligr
Lic g No Correct For ye!
Num ) - 1 PISP/AISP
PISP/AISP/CPISP | .
contfte K ' Cert
ou s
Specific account information Request’ Authority N Lnfe Respons to AISP

) Bank Client . Msg e Banking FE app
Bank Client YES/NO “0: :::’asfs e Wish list
L Y
e ) Y
@ New DataHub technology Service is a preparation
Fast processin || process for processing of
certification || W it JETTITSTTRISTN TSRS Cort p : g i nitesk et
. Authority Cert Fast saving account in one of 4 types
Authority stof CA Authority Fast Decomposition and composition of Files




@)

04.

Poskytovatel sluzieb
informovania o ucte (AISP)

Martin Spacek



Definicie endpointov pre AISP

APl endpointy

Metdda

/api/vl/accounts/information POST

Charakter

Povinna

Popis

Informacie o ucte - sluzba poskytuje informacie (vratane
zostatkov) o konkrétnom platobnom ucte

/api/vl/accounts/transactions POST

Povinna

Transakcie - sluzba poskytuje zoznam transakcii na
konkrétnom platobnom ucte v JSON formate, ktorého
sematika vychadza z CAMT.054

/api/vl/accounts

GET

Dobrovolna

Zoznam uctov - vystupom sluzby je zoznam uctoy, pri
ktorych klient udelil dlhodoby mandat pre Specificku
konkrétnu tretiu stranu. Zoznam uctov je bez zostatkov.




Ziskanie tokenov pre AISP (PISP)

1: start

1.1: redirect to Authors. server I

2: /authorize

v

m [expired access token]

3: /token (grant_type=refresh_token)

2.1.1.1.1: verify certificate
4_
2.1.1.1.2: access and refresh token
r < !

I 3.1: access and refresh token I
- <




Volania sluzieb po ziskani platného ,access token-u”

W 5: account information request 5.1: /api/vl/accounts /information

I 5.3: response I B 5.2: response I
ol JETpUpEUpEPp G e ECREEEEE P ‘

6: account transaction request 6.1: /api/lvl/accounts /transactions

6.2: response

6.3: response
R e e = = e e ———————————————
opt. g : ' 4.1: lapivl/ t
| 4: account list request .1: /apilvl/accounts .
4.3: response 4.2: response
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Poskytovatel sluzieb iniciacie
platby (PISP)



Definicie endpointov pre PISP

APl endpoint Metéda Charakter

Popis

POST Povinna

/api/vl/payments/standard/iso

Standard payment initialization - sluzbou tretia strana
inicializuje platbu vo formate XML format (PAIN.OO1)

/api/vl/payments/submission POST  Povinna

Standard payment submission - sluzba umoznuje
potvrdenie platby po ziskani platneho tokenu platby

/api/vl/payments/{orderld}/status GET  Povinna

Payment order status - sluzba poskytuje informaciu o
aktualnom stave inicializovanej platby

POST D 'nd
/api/vl/payments/standard/sba ©5 obrovolns

Standard payment initialization - sluzbou tretia strana
inicializuje platbu vo formate JSON

POST Dobrovolna
/api/vl/payments/ecomm/iso

Ecommerce payment initialization - sluzbou tretia
strana inicializuje okamzitu platbu vo formate XML
(PAIN.OO1)

/api/vl/payments/ecomm/sba POST Dobrovelns

Ecommerce payment initialization - sluzbou tretia
strana inicializuje okamzitu platbu vo formate JSON




Ziskanie tokenov pre PISP

alt 1 - One time payment (Pure PISP)

Bank API
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Inicializacia platby s jej potvrdenim

3 : payment initialisation 3.1: /api/payments/[standard/ecomm]/[iso/sba]

» !

>
= >

3.3: redirect to Auth. Server, orderID 3.2: response with orderld

4.1.1: authorization code 4.1.1.1: token

v

4.1.1.1.1: verify certificate

4.1.1.2: /api/payments/submission

4.1.1.3: response l
D e e e e e e e e m e ——— - -




Ziskanie informacie o stave platby

TPP (PISP) Bank AP!

Payment order status request

5: /api/vl/paymeint/orderld/status

I 5.1: response I
B ;




Stavy platby uvedené v standarde
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Poskytovatel plat. sluzieb
vydavajuci plat. prostriedok
viazany na kartu (PIISP)



Definicie endpointov pre PIISP

API endpoint Metdda Charakter Popis

Balance check - sluzba poskytuje informacie o zostatku

/api/vl/accounts/balance Check POST Povinna na Uéte vo formate dno/nie




Ziskanie tokenov pre PIISP

PSU

T

PP (PIISP)

' [client credential grant]

1: /token

I 1.1: access token
" <

Authoriz. server

alt 1 — paper consent registration

_____________________________________________________________

2 — electronic consent registration 4

[authorization code grant]

2: ltoken

[

a2 decroni conset regisraton 4

Bank API




Kontrola zostatku na ucte

4: /api/vl/accouht/balanceCheck

I 4.1: reéponce I
R b e




Sumar: Aktualny zoznam sluzieb SBAS

Poskytovatel Sluzba Charakter
AISP Accounts Information Povinna
AISP Accounts Transactions Povinna
AISP Accounts List Dobrovolna
PISP Standard Payment Initialization (XML) Povinna
PISP Standard Payment Submission Povinna
PISP Payment Order Status Povinna
PISP Standard payment initialization (JSON) Dobrovolna
PISP Ecommerce payment initialization (XML) Dobrovolna
PISP Ecommerce payment initialization (JSON) Dobrovolna
PIISP Balance check Povinna
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O/. Novinky v standarde



Buduci zoznam sluzieb SBAS

Poskytovatel Sluzba Charakter
AISP Accounts Information Povinna
AISP Accounts Transactions Povinna
AISP Accounts List Dobrovolna
PISP Standard Payment Initialization (XML) Povinna
PISP Request for payment cancellation Dobrovolna
PISP Standard Payment Submission Povinna
PISP Payment Order Status Povinna
PISP Standard payment initialization (JSON) Dobrovolna
PISP Ecommerce payment initialization (XML) Dobrovolna
PISP Ecommerce payment initialization (JSON) Dobrovolna
PIISP, PISP Balance check Povinna




Odkazy

informacie o Slovak Banking API Standard

1.

2. posledna verzia standardu: SBAS v 1.1

3. OpenAPIl specifikacia standardu

4. aktualne informacie o slovenskych bankovych AP| podla PSD2
(od1.3.2019)



https://www.sbaonline.sk/ProjectDetail?name=slovak-banking-api
https://www.sbaonline.sk/Content/files/projects/slovak-banking-api-standard-1_1.pdf
https://sbaonline.docs.apiary.io/
http://www.bankingapi.sk/

(@) SLOVENS KA
(@) AsoCiACiA

Dakujeme

Slovenska bankova asociacia — Mytna 48, 811 08 Bratislava - psd2@sbaonline.sk - +421/2 /57 205301 - www.sbaonline.sk



Priloha: Technicke vychodiska SBAS

Transport protocols TLS1.2+, HTTP

Applicative protocol REST

Authorization protocol OAuth 2.0 (client credential grant, authorization code grant)
Authentication methods: Based on re-direct

Character set UTF-8

Data structure JSON (XML in the payment initiation services)

Data model origin ISO 20022 is preferable used for attributes name

Character case convention lowerCamelCase




Zoznam legislativy:
Zakladne normy

» Smernica (EU) 2015/2366 o platobnych sluzbach na
vnutornom trhu... (PSD2)

* Novela 281/201/ Z. z. zakona o platobnych sluzbach 492/2009
L.z



https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX:32015L2366
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2017/281/20180113.html
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2009/492/

Zoznam legislativy:
Technicke standardy a usmernenia EBA

Predpisy k PSD2: EBA Site

1.

Guidelines for complaints-handling for the securities (ESMA) and banking (EBA) sectors

Guidelines on the conditions to be met to benefit from an exemption from contingency measures under Article 33(6) of Regulation (EU) 2018/389 (RTS on SCA & CSC)

RTS on Home-Host cooperation under PSD2

Guidelines on fraud reporting under PSD2

Technical Standards on the EBA Register under PSD2

Guidelines on the criteria on how to stipulate the minimum monetary amount of the professional indemnity insurance under PSD2

Regulatory Technical Standards on central contact points under PSD2

Guidelines on security measures for operational and security risks under the PSD2

Guidelines on procedures for complaints of alleged infringements of the PSD2

Guidelines on major incidents reporting under PSD2

Guidelines on authorisation and registration under PSD2

Regulatory Technical Standards on passporting under PSD2

Regulatory Technical Standards on strong customer authentication and secure communication under PSD2

Regulatory Technical Standards on payment card schemes and processing entities underthe [FR

Guidelines on internet payments security


http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/-/activity-list/MgjX6aveTl7v/more
http://www.eba.europa.eu/regulation-and-policy/consumer-protection-and-financial-innovation/guidelines-for-complaints-handling-for-the-securities-esma-and-banking-eba-sectors
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-the-conditions-to-be-met-to-benefit-from-an-exemption-from-contingency-measures-under-article-33-6-of-regulation-eu-2018/389-rts-on-sca-csc-
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/rts-on-home-host-cooperation-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-fraud-reporting-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/technical-standards-on-the-eba-register-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-the-criteria-on-how-to-stipulate-the-minimum-monetary-amount-of-the-professional-indemnity-insurance-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/rts-on-central-contact-points-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-security-measures-for-operational-and-security-risks-under-the-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-procedures-for-complaints-of-alleged-infringements-of-the-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-major-incidents-reporting-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-authorisation-and-registration-under-psd2
http://www.eba.europa.eu/regulation-and-policy/passporting-and-supervision-of-branches/regulatory-technical-standards-on-passporting-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/regulatory-technical-standards-on-strong-customer-authentication-and-secure-communication-under-psd2
http://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/regulatory-technical-standards-on-payment-card-schemes-and-processing-entities-under-the-ifr
http://www.eba.europa.eu/regulation-and-policy/consumer-protection-and-financial-innovation/guidelines-on-the-security-of-internet-payments

Zoznam legislativy:
Narodné upravy

Eurdpsky organ dohladu pre bankovnictvo (dalejlen ,EBA”) v spolupraci s prislusnymizainteresovanymi stranami a Eurépskom centradlnou bankou (dalejlen ,ECB")
vydal tieto vykonavacie predpisy:

1.

Usmernenia kinformaciam, ktoré sa maju poskytnut pre udelenie povolenia platobnym instituciam a instituciam elektronickych penazia pre registraciu
poskytovatelov sluzieb informovania o Uc¢te podla ¢lanku 5 ods. 5 smernice (EU) 2015/2366. Usmernenia boli schvéalené a vydané ako usmernenie
EBA/GL/2017/Q9.

Usmernenia tykajuce sa kritérii na stanovenie minimalnej periaznej sumy poistenia hmotnej zodpovednosti za sSkodu spdsobenu pri vykone Cinnosti alebo inej
porovnatelnejzaruky podla ¢lanku 5 ods. 4 smernice (EU) 2015/2366. Usmernenia boli schvalené a vydané ako usmernenie EBA/GL/2017/08.

Usmernenia k oznamovaniu o zédvaznych incidentoch podla smernice (EU) 2015/2366 o platobnych sluzbach (PSD2). Usmernenia boli schvalené a vydané ako
usmernenie EBA/GL/2017/10. Usmernenia sa tykaju kritérii klasifikacie zavaznych incidentov oznamovanych platobnymi instituciami a kritérii posudzovania
relevantnostiincidentu prislusnymiorganmi podla ¢lanku 96 ods. 3 smernice PSD2. NBS na Ucely aplikacie toto usmernenia vydala informaciu na webovom
sidle: (http://www.nbs.sk/sk/dohlad-nadfinancnym-trhom/dohlad/oznamovanie-zavaznych-incidentov).

Usmernenia o postupoch rieSenia staznosti tykajucich sa udajnych porusenismernice o platobnych sluzbach 2. Usmerneniami sa uréuju postupy rieSenia
staznosti, ktoré sa maju zohladnit na zabezpecenie a monitorovanie U¢inného suladu s touto smernicou podla ¢lanku 100 ods. 6 smernice PSD2. Usmernenia
bolischvéalené a vydané ako usmernenie EBA/GL /2017/13.

Usmernenia k bezpe&nostnym opatreniam vztahujlicim sa na prevadzkové a bezpe&nostné rizika platobnych sluzieb podla smernice (EU) 2015/2366 (PSD2).
Usmernenie bolo schvalené a vydané ako usmernenie EBA/GL/2017/17. Usmernenie sa tyka zavedenia, vykonavania a monitorovania bezpecnostnych opatreni
a v nalezitych pripadoch aj postupov certifikacie s cielom riadit prevadzkové a bezpecnostné rizika suvisiace s platobnymi sluzbami podla ¢lanku 95 ods. 3
smernice PSD2. Usmernenie bolo schvalené a vydané ako Usmernenie EBA/GL/2017/17.



https://www.eba.europa.eu/documents/10180/2015792/Guidelines+on+Authorisations+of+Payment+Institutions+(EBA-GL-2017-09)_SK.pdf/351d8ea0-6b5b-4d08-8a46-1d590270998e
https://www.eba.europa.eu/documents/10180/1956339/Guidelines+on+PII+under+PSD2+(EBA-GL-2017-08)_SK.pdf/9b2a7e77-d09c-4e6e-85f5-809c7473cf7a
https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-major-incidents-reporting-under-psd2
https://www.eba.europa.eu/documents/10180/2053197/Guidelines+on+complaint+procedures+under+PSD2+(EBA-GL-2017-13)_SK.pdf/903906b3-7340-4b35-bf45-fbf61d4aadbe
http://www.eba.europa.eu/documents/10180/2081899/Guidelines+on+the+security+measures+under+PSD2+(EBA-GL-2017-17)_SK.pdf

Zoznam legislativy:
Narodne upravy... pokracovanie

Eurépsky organ dohladu pre bankovnictvo (dalej len ,EBA®) v spolupraci s prisluSnymi zainteresovanymi stranami a Eur6pskom centralnou bankou (dalej len ,ECB*) vydal tieto vykonavacie predpisy:

6.

10.

11.

Usmernenia o poZiadavkach na vykazovanie podvodov podra ¢lanku 96 ods. 6 smernice (EU) 2015/2366 (PDS2). Usmernenia o oznamovani podvodov, ktoré sa vydavaju v stlade s ¢lankom
96 ods. 6 smernice PSD2. Clenskym $tatom z tohto usmernenia vyplyva povinnost zabezpecit, aby poskytovatelia platobnych sluzieb poskytovali svojim prislusnym orgdnom aspo# raz ro¢ne
Statistické Udaje o podvodoch slvisiacich s roznymi platobnymi prostriedkami. Uvedené statistické Udaje nasledne poskytne NBS organu EBA a ECB. Este nevydany materiél

Regulagny technicky predpis (dalej aj ,RTS") o silnej autentifikacii a bezpe&nej komunikacii. RTS ustanovujuce poziadavky na silni autentifikaciu zakaznika a poziadavky na spolo¢né a
bezpecné otvorené komunika¢né normy podfa ¢lanku 98 smernice PSD2. RTS je kli¢ovym dokumentom pre dosiahnutie G¢elu PSD2, ktorym je zlepSenie ochrany spotrebitela, podpora
inovacii a zvySenie bezpecnosti poskytovania platobnych sluzieb v ramci Eurépskej Gnie. RTS boli schvalené Eurépskou komisiou dria 27. 11. 2017

Regulaény technicky $tandard uréujdci vhodné kritéria na zriadenie a funkcie centralneho kontaktného miesta podtla &lanku 29 ods. 4 podra smernice (EU) 2015/2366. Ustanovenia RTS
obsahuju kritéria, ktoré sa maju uplatnit pri ur€ovani okolnosti, za ktorych je stanovenie Ustredného kontaktného bodu vhodné, ako aj funkcii tychto kontaktnych bodov podla ¢lanku 29 ods. 4
smernice PSD2. Taktiez sa predpisom upravuju kritéria, pri splneni ktorych budu &lenské Staty vyzadovat od zahraniénych platobnych institcii, ktoré poskytuju na ich Uzemi platobné sluzby
prostrednictvom agentov na zéklade prava usadit sa, zriadenie centralneho kontaktného bodu

Regulacny technicky Standard ukladajuci technické poziadavky na vytvorenie, fungovanie a zriadenie elektronického centralneho registra a na vstup obsahujucich informécii podla ¢lanku 15
ods. 4 smernice (EU) 2015/2366 a Implementujdci technicky Standard (dalej len ,ITS“) o podrobnostiach a $trukttre informécii zadavanymi prislu$nymi organmi v ich verejnych registroch pod'a
¢lanku 15 ods. 5 smernice 2015/2366 (PSD2). V RTS sa stanovuju technické poZiadavky tykajuce sa vytvorenia, prevadzky a udrzby elektronického centralneho registra a pristupu k udajom,
ktoré obsahuje podla ¢lanku 15 ods. 4 smernice PSD2, a ITS upravuje podrobnosti a Struktdru tdajov, ktoré maju prislusné organy uvadzat vo svojich verejnych registroch, a oznamovat EBA
podfa ¢lanku 15 ods. 5 smernice PSD2.

Regulacny technicky Standard o spolupraci medzi prisluSnymi orgdnmi domovského a hostitelského ¢lenského Statu o dohlade nad vykonom €innosti platobnych institdcii poskytujucich sluzby
cezhrani¢ne podia ¢lanku 29 ods. 6 Smernice PSD2. V RTS sa vymedzuje ramec spoluprace a vymeny informacii medzi prislu§nymi orgdnmi domovského ¢lenského Statu a hostitelského
¢lenského Statu.

Regulacné technické Standardy o spolupraci a vymene informécii medzi prisluSnymi organmi, tykajuce sa oznamovania cezhrani¢ného poskytovania sluzieb platobnymi institiciami.
Delegovanym nariadenim sa ustanovuje rdmec spoluprace a vymeny informacii medzi prislu§nymi orgdnmi pri oznamovani platobnych institlcii, ktoré vykonavaju svoju ¢innost cezhranic¢ne
podra ¢lanku 28 ods. 5 smernice PSD2.
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